
For every dollar an institution loses to fraud, they ultimately 
lose an additional two dollars once the associated costs are 
added to the fraud loss.1 One global fraud scheme has taken 
advantage of technological advancements to perpetuate an 
appalling crime that falls under authorized push payment  
fraud known as ‘pig butchering’ – a combination of romance 
scam, illicit finance and cybercrime.
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Pig Butchering:  
The Nexus of Fraud 
and Money Laundering

Pig butchering is not a mere isolated fraud perpetrated by 
opportunistic scammers. Transnational organized crime 
groups (TOCs) – including cartels, hacking groups and other 
criminal actors — are exploiting “money laundering as a service” 
infrastructure to launder proceeds from various fraudulent 
schemes, including pig butchering. One recent study 
estimated that $75 billion has been lost in four years by victims 
linked to fraudulent cryptoasset related investments.2 

Pig Butchering Fraud in Stages
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Deposited money is often left 
in account to show “growth” 

and generate more future 
investments.

Then, fraudsters introduce 
their targets to  a “great” 
investment opportunity.

The scam first begins 
by fraudster messaging 

potential targets.

By using social engineering 
tactics, criminals build 
trusting relationship online 
with their victims.

Money is withdrawn and  
laundered by the criminal.  
The fraud victim cannot access funds.

The criminal will assist the 
target in making investments 
into a crypto wallet.

Immediately, the online 
relationship is closed and fraud 

victim cannot contact them.

Scammers then repeat this pattern 
using the same wallets; victims 
continue to lose their money.

Pig Butchering Other Investment Frauds

Investment Fraud

The U.S. Federal Trade 
Commission (FTC) 
indicated that overall 
investment scam losses 
were $8.8 billion.  
The Federal Bureau  
of Investigation (FBI) 
Internet Crime  
Complaint Center  
(IC3) indicated that  
from complaints received, 
investment fraud losses 
alone were $3.31 billion.

The FTC reported 
an increase in 
investment scams, 
reaching $10 
billion in losses. 
IC3 reported a 
38% increase in 
investment fraud 
losses, which 
amounted to $4.57 
billion in 2023. 
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The crime 
groups operate 

compounds 
where 

individuals are 
held against 
their will, for 
example in 

Southeast Asia.

They are 
using AI, large 

language 
models and 

“cybercrime as 
a service” to 

conduct various 
fraud schemes.

TOCs AI, Large Language 
Models, Phishing

Labor/Sex 
Trafficking

Investment  
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Pig Butchering

Red Flags: The Fix:

Report the Communication: 
Any unknown or unwanted 
contact should be reported 
as spam and the number 
should be blocked.

Reverse Image Searches: 
These photos are often 
publicly available, and the 
fraudster typically does 
not appear in the images 
themselves.

Legitimate Money Recovery 
Firms: A reputable money 
recovery firm will never 
ask for an advance fee to 
recover funds.

Cross-Reference Domain 
Names: Check the domain 
name for typos and 
misspellings.

�Contact From an Unknown 
Person: A person receives 
a communication from a 
wrong/unknown phone 
number, but the person 
continues to contact you.  

�“Too Good to be True” 
Opportunity Surfaces:  
A person receives luxurious 
photos or opportunities that 
seem “too good to be true.”

�Investments Marked as 
Stuck: Once the funds are 
invested, the scammer 
simulates a successful  
withdrawal but then marks 
it as “stuck.” They will then 
provide a domain name 
referencing reputable and 
authorized money recovery 
firms.

�Advanced Fees:  
A money recovery firm 
asks for an advance fee to 
recover the funds.
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Nexus 
of Two 
Crimes 

Fraud
A romance scam fraudster creates 
a fake online persona to gain trust 

and affection from a potential victim, 
leading to financial exploitation. 

A Florida-based individual then 
deposits the fraud proceeds into a 

cryptocurrency exchange to conceal 
them, then transfer the funds in Bitcoin 

to scammers located in Nigeria. He 
also supplies bank accounts to co-

conspirators involved in the romance 
scam to receive the proceeds.

The scammers convert the Bitcoin 
back into legal tender and withdraw 

the illicitly obtained proceeds.

Money Laundering

Case Outcome

The money launderer was 
sentenced to 48 months in 

prison and ordered to forfeit 
approximately $465,000 
in illicit proceeds that he 
personally received from 

the fraud/money  
laundering activities.

Fraud Reporting Gateways

Clients can establish a trusted contact for their accounts. If a 
client makes a withdrawal or other transaction that is unusually 
large or outside their routine transaction patterns, consider 
holding the payment or blocking it and attempt to have the 
established trusted contact of the client, such as a parent, 
caregiver, or guardian, acknowledge or confirm the transaction.

For the Financial Institution

Key Takeaways

The convergence of 
transnational criminal groups 
and third parties who do 
“money laundering as a 
service” – creates an attractive 
risk/reward ratio for criminals.

Financial crimes do not exist in 
a vacuum; human trafficking, 
fraud and money laundering 
are interlinked. Developments 
in technology can make these 
scams harder to identify. 

As crime typologies continue to 
converge, encompassing fraud, 
money laundering and sanctions 
evasion, financial institutions 
may integrate AFC functions. 
This integration should foster 
increased communication among 
various lines of defense, promoting 
synergy across all sectors. Such 
collaboration is essential to 
effectively address emerging 
threats, foster intelligence 
sharing and bolster overall threat 
management capabilities.

Jurisdiction Agency Website

Federal Bureau of 
Investigation – Crime 
Complaint Center

www.ic3.gov

National Fraud 
and Cyber Crime 
Reporting Center 

www.actionfraud.police.uk

National Korea Police www.police.go.kr/eng/main.do

National Japan Police www.npa.go.jp/english/bureau/cyber/
index.html

European Union www.anti-fraud.ec.europa.eu/index_en
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