Uncovering Human
Trafficking Monies in
Your FI
1/28/2022

Speaker Disclaimer
• The views and opinions expressed in this presentation are those of
the presenter and do not necessarily represent official policy or
position of AML-ology or ARC Risk and Compliance.
• Compliance interpretations are not to be considered a legal
opinion; they are simply an interpretation. An interpretation does
not bind AML-ology or ARC Risk and Compliance to any legal
liability. If you need a legal opinion, please contact your Bank’s
legal counsel through the proper channels as defined by your
institution.
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Overview of
Human
Trafficking
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Human Trafficking Funding
• 1/11/2022 – ACAMS Today article “Yaron Hazan: Putting a Dent in
the Human Trafficking Trade” – https://www.acamstoday.org/yaronhazan-putting-a-dent-in-the-human-trafficiking-trade/

• “I’ve argued for years that putting terrorist funding and money
laundering under the same umbrella is the wrong approach. Human
trafficking is more like terrorist financing and not money laundering
because the people who generate the transfers could very well be
using legitimate funds. It’s only after the ‘payments’ for such deals
are completed that the money laundering begins. Plus, the
transactional amounts in human trafficking are smaller, so most
monitoring solutions do not even start to point in the right direction.”
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Types of Trafficking
• Child soldiering (think ISIS)
• Domestic servitude
• Exploitation of children in begging
• Forced labor – mining, construction,
factories, etc.
• Forced marriage
• Organ removal
• Trafficking of athletes

• Trafficking of people for sexual
exploitation
• Commercial sex exploitation of
children in tourism
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Human Smuggling vs. Human Trafficking
Human Smuggling

Human Trafficking

Crime Against a Border

Crime Against a Person

Requires Crossing a Border

No Border Crossing Required

Transportation Based

Exploitation Based

Voluntary

Involuntary
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Human Trafficking Defined
• The Trafficking Victims Protection Act of 2000 (TVPA) defines
“severe forms of trafficking in persons” as:
o Sex trafficking in which a commercial sex act is induced by
force, fraud, or coercion, or in which the person induced to
perform such an act has not attained 18 years of age
o Forced Labor: The recruitment, harboring, transportation,
provision, or obtaining of a person for labor or services, through
the use of force, fraud, or coercion for the purpose of
subjection to involuntary servitude, peonage, debt bondage,
or slavery.
Note: A victim need not be physically transported from one
location to another for the crime to fall within this definition.
• Labor Trafficking is more hidden than sex trafficking since the
victims are rarely seen by the public in labor trafficking.
Sex trafficking services the public so it is more visible.
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Migrant Smuggling
• 11/15/19 Thomson Reuters article “Migrant Smuggling: What
Financial Institutions Need to Know” –
http://www.legalexecutiveinstitute.com/migrant-smuggling/

• Human smuggling or “Migrant smuggling” is defined by the
United Nations as “Either the procurement of illegal entry or
illegal residence of a person into or in a country of which that
person is not a national or permanent resident, for the purpose of
financial or other material gain.”
• “Financial transactions like restaurant purchases, gas station fillups or bank visits that might be mundane in a normal business
can be key to law enforcement agencies that are investigating
migrant smuggling organized crime rings. The transactions’
geographic locations could point to a smuggling route,
previously unknown associates, or could lead to the higher-ups in
the criminal organization.”
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Migrant Smuggling cont.
• Ways Smugglers are Paid:
o “In advance — One of the victims in the truck tragedy is
reported to have paid £30,000 to be smuggled from Vietnam
to England. Migrants have historically paid smugglers in cash,
fund transfers, and via trust systems, like Hawala. Advance
payment methods often rely on trusted third parties to act as
intermediaries to hold the migrant’s funds until the destination
country has been safely reached.”
o “En route — U.S. Border Patrol interviews with migrants found
that smuggling fees are often paid in stages, with initial fees
required to approach staging locations along the southwest
border and then a final payment at the destination.”
o “On credit — This renders migrants particularly vulnerable to
trafficking or debt bondage.”
• “Money Services Businesses (MSBs) have reported the
lion’s share on Human/Migrant Smuggling SARs,
accounting for 87% of all Migrant Smuggling SARs.”
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Migrant Smuggling cont.
• “Depository Institutions filed 206 Human/Migrant Smuggling SARs
over the same period. Banks identified U.S. currency as used in
about 38% of the filings, fund transfers in 32%, and personal or
business checks in 22% of the SARs. Despite FinCEN’s Advisory
regarding ‘funnel accounts’ and unusual wire activity, only 73
SARs and 66 SARs, respectively, were filed reflecting deposit
accounts or wires.”
• “The geographic data reported indicates that bank back-offices
identified the suspicious activity as opposed to bank branches.
Finally, banks identified 2.4 relationships per Migrant Smuggling
SAR.”
• “Pre-paid cards, digital payment methods, and virtual currencies
offer new ways for smugglers to conduct their business. Financial
institutions need to incorporate these new payment systems into
their Migrant Smuggling detection scenarios.”
• “Similarly, banks should consider including social media
monitoring into detection scenarios as well because
smugglers have adapted well to this technology.”
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Industries

Regulators
Issued
Supply Chain
Advisory
• 7/1/2020 –
Regulators issued
“Xinjiang Supply
Chain Business
Advisory” –

https://www.dhs.gov
/sites/default/files/pu
blications/20_0701_xi
njiang-supply-chainbusiness-advisory.pdf

Agriculture (including such
products as hami melons,
korla pears, tomato products,
and garlic)

Hospitality Services

Cell Phones

Noodles

Cleaning Supplies

Printing Products

Construction

Footwear

Cotton Yarn, Cotton Fabric,
Ginning, Spinning Mills, and
Cotton Products

Stevia

Electronics Assembly

Sugar

Extractives (including coal,
copper, hydrocarbons, oil,
uranium, and zinc)

Textiles (including such
products as apparel, bedding,
carpets, wool)

Fake Hair and Human Hair
Wigs, Hair Accessories

Toys

Food Processing Factories
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Monies Involved
• Most recent figure (May 20, 2014) based on data from an
International Labor Organization study in $150 billion = 2012
https://www.ilo.org/wcmsp5/groups/public/---ed_norm/--declaration/documents/publication/wcms_243391.pdf

• Consider the global sports market (including all ticket sales,
merchandise, etc.) which generated $146 billion in 2014
➢ According to the 2014 study, $150 billion is split as follows:
o $99 B in commercial sexual exploitation
o $51B in forced labor exploitation, including domestic work,
agriculture and other economic activities
o $34B in construction, manufacturing, mining and utilities
o $9B in agriculture, including forestry
and fishing
o $8B saved by private households by
not paying or underpaying domestic
workers held in forced labor
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Scary Facts!
• Homeland Security Facts from a January 2020
webinar:
o Human Trafficking affects 1 person every 4
seconds!
o 1 out of 4 crimes involves a child.
o Less than .5% of those that are trafficked are
rescued.
o Human Trafficking is one of the largest and
fastest growing criminal activities in the world.
It is expected to exceed drug trafficking in the
next 10 years.
o Labor trafficking can also involve sex
trafficking. Sometimes law enforcement uses
labor laws to prosecute massage parlors
because labor laws still apply whether or not
the type of job is legal or illegal activity.
• Worst Countries for Trafficking – per the 2021
Trafficking in Persons Report are on the right side
of this slide – https://www.state.gov/reports/2021-

•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•
•

Afghanistan
Algeria
Burma
China
Comoros
Cuba
Eritrea
Guinea-Bissau
Iran
Korea, North
Malaysia
Nicaragua
Russia
South Sudan
Syria
Turkmenistan
Venezuela

trafficking-in-persons-report/
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Human Trafficking Statistics by State 2021
• January 2022 – World Population Review article
“Human Trafficking Statistics by State” –
• 10 States with the
https://worldpopulationreview.com/staterankings/human-trafficking-statistics-by-state
Highest Rates of HT
• Victims frequently do not seek help due to
language barriers, fear of their traffickers, or fear
of law enforcement. Because human trafficking is
considered a hidden crime, several key indicators
can help people recognize potential
endangerment and notify law enforcement.
The United Nations Office on Drugs and
Crime has a list of indicators you can use to help
identify victims. These indicators include:
o Appearing malnourished
o Appearing injured or having signs of physical
abuse
o Avoiding eye contact, social interaction, and
law enforcement
o Responding in manners that seem rehearsed
or scripted
o Lacking personal identification documents
o Lacking personal possessions
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The United States
• Lincoln signed the Emancipation
Proclamation in 1863 and the 13th
Amendment formally abolished slavery
almost 150 years ago, yet slavery
continues today in the form of human
trafficking
• Human Trafficking exists in all 50 states
• U.S. is a source and transit country for
human trafficking
• U.S.is considered one of the top
destination points for victims of child
trafficking and exploitation
• The majority of children trafficked in the
U.S. are citizens.
• COVID has increased the incidents of
human trafficking.
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Human Trafficking in NJ
• New Jersey is considered particularly vulnerable to the proliferation of
human trafficking due to its dense population and location along the
I-95 corridor. Link
• 1/5/2022 – DOJ Press Release “Essex County Man Charged with Sex
Trafficking” – Link
o Since January 2021, law enforcement officials have been
investigating Amin Sharif of Newark “for transporting and
attempting to transport women and minors from various states to
New Jersey and elsewhere for the purpose of engaging in
commercial sex acts and other illicit conduct. Sharif used several
social media platforms and profiles to recruit women and minors
to engage in sex acts for money. Once in contact with his victims,
Sharif used threats to coerce the victims into engaging in
commercial sex acts. He advertised women and at least one
underage girl online for commercial sex acts. Sharif also
transported at least one underage girl located in another state
into New Jersey and attempted to transport a woman located in
another state into New Jersey via a commercial airline, in
furtherance of his sex trafficking conduct.”
• 1/11/2022 – NJ Legislature Passes Critical Bill to Help
Survivors of Human Trafficking - Link
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Root Causes of Sex Trafficking
• Poverty
• Child Welfare
• Systemic Racism
• Pop Culture

• Legislation Gaps
• Demand/Sex Buyers
• Demand/Society
• War, Climate Change

• This is a list from Timea Nagay – a sex trafficking survivor
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Demand and Supply
• As long as there are people demanding services, there will be
traffickers supplying the demand!

• Contributing Factors
o Porn industry – generates $90 billion per year (Hollywood
makes about $10 billion a year!)
o Entertainment industry with sexually explicit movies
• 50 Shades of Grey (displays sexual dominance over
women)
• Generated $81.6 million in its opening three days
o Explosion of the Internet – buyers and sellers connect in
minutes
o Money – 2003 study found that a sex slave can earn at least
$250,000 for her pimp each year
o Human Trafficking has greatly increased since COVID
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Sobering Statistics
• American girls and boys are being stalked by traffickers
• Typical places include movie theatres, parks, bowling alleys,
after school activities, orphanages, malls (before COVID)
Now it’s Social Media and online platforms
• Traffickers want younger and younger children - average age of
entry into sexual exploitation
o Boys = 11-13
o Girls = 12-14
• 300,000 – 400,000 American children each year
• Average life expectancy of a child once forced into
slavery is only seven years!
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Faces of
Victims
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Foreign Individual
• Hidden Girl – story of Shyima Hall, eight–year –old Egyptian girl
sold into slavery as a domestic servant
• Captors smuggled her into California when she was ten
o Forced to work 16–hour days cleaning, cooking, serving
family
o Not allowed to go to school, visit a doctor or dentist, or rest
when sick no matter how ill
o Rarely allowed outside except to hang up laundry at night or
take the children to the park (had to bring them in if others
came to the park)
o Forced to live in a garage with no heat or air conditioning
and wash her clothes in a bucket
• Law enforcement received an anonymous tip from a concerned
person that led to her release when she was thirteen
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Annie Lobert – U.S. Citizen
• Events that Annie said led her into the life
o Angry, stressed-out father – looked for love from guys at school
o One boy at school promised to marry her if she slept with him
o After high school – moved out – worked 3 jobs
o Friend left town and made tons of money – invited Annie to join
her
o Worked as a prostitute making from $1,000 to $2,000 an hour $10,000 with wealthy clients if she spent the night
• Found a “nice” guy who said he loved her, moved in and found out
he was a pimp who now took all her money
• She refused, he beat her-broken ribs, nose, threatened to kill her
• Endured rape, multiple beatings, and a gun held to her head
• Finally escaped, got cancer and lost her hair, became addicted to
pain killers and drugs - went back to selling herself
• Finally cried out to Jesus and now has a ministry to help other
prostitutes - Link
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Sex Workers vs. Sex Trafficking
• Key = Voluntary or Not Voluntary
• Sex Workers – Individuals who choose to be in the lifestyle
• Sex Trafficking – Individuals who do not choose to be in the sex
industry and/or cannot leave because of force, fraud or
coercion.
• Follow the money! If an individual suspected of prostitution has a
bank account with a balance and unrestricted access to the
funds, they are more likely to be a sex worker and not a victim of
human trafficking.
• “To me, the girls meant a source of income, merchandise you
can buy, trade or sell.” – Gustavo, convicted sex trafficker
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Sex Trafficked at 12!
• 2/20/2020 – wydaily.com article “Sex trafficked at 12: A Woman’s
Story of Survival” – https://wydaily.com/local-news/2020/02/20/sextrafficked-at-12-a-womans-story-of-survival/

• “When she first left her home, she said it was to escape a family
dynamic that was both ‘inappropriate’ and abusive. She stayed at
her friend’s house for a few days but eventually found herself on the
street, not knowing where to go next.”
• “That’s when the man who would become her pimp, her first love
and father of her first child, would find her and manipulate her into
prostitution during her state of vulnerability. And when she was just
13 years old, she started seeing her first ‘clients.’”
• “There’s a different type of trauma from people who are forced to
do stuff and had their childhood taken from them,” she said.
• “Looking back on the relationships between the women and the
man controlling them, she said it’s clear to see the emotional abuse
that was happening. While the women took care of each other,
they also fought for the attention of their pimp, hoping they’ll be the
one to sleep with him at night or look after the money.”
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Sex Trafficked at 12! Cont.
• “She was trafficked across the country. She said she had to learn
how to protect herself every moment. While working under her first
pimp, she was beaten and manipulated but eventually found
herself in the highest position among the women.”
• “After having her first child, she was arrested in Virginia during a
police sting and her baby was taken from her.”
• “It was like they ripped my heart out of my chest,” she said.
• “She went to jail for a time period after being arrested, but she said
that she still hadn’t gotten out of the mindset of sex work. Shortly
after leaving jail, she posted an ad online to attract clients and earn
money for a plane ticket home. However, her plan back fired and
her pimp found her, beat her and forced her back into working for
him.”
• She and the pimp were arrested again, and a victim’s advocate
worked with her and got her in Latisha’s house. It took her 5 months
to get out on her own. 20 years later she is still dealing with the scars
of being trafficked.
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Brianna – The Girl Next Door
Good girl, good home, great student (two years of college in H.S.)
From a small town in the state of Washington
Older guy came into the coffee shop where she worked
Brought in younger guys – “coincidentally” she had lots in common
with the younger guys
• Developed a friendship over long period of time
• Convinced her to visit them at their house
o Big, beautiful Victorian home with nice cars and lots of money
Invited her to spend the night - nothing bad happened
o Convinced her to move out of her home and in with them –
then invited her to go to Arizona for Christmas
• Asked friend to help her move out – he told his dad who had just
had human trafficking training – led to her rescue (had already
been sold to a pimp in Arizona)
•
•
•
•
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Community
Bank Case
Study

Based on an actual case in a community bank
Names, addresses and locations are fictitious
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Scenario #1
• ABC Bank opened two business accounts (123456 and 654321)
for a janitorial service company, Always Clean Inc. (AC) in the
Mid-Atlantic Region (MAR)
• Accounts opened with $30 in cash and $1,500 cash (no
designation attached such as “Payroll” or “Operating”)

• Articles of incorporation – Miami, FL (search on FL’s Dept. of State
listed Irina Irisko as the registered agent)
• Irina = authorized signer on both accounts and was a nonresident alien from Hungary (said she traveled there frequently)

• Documents showed a MAR address for the business and Irina
said she was expanding the business to the MAR area
• Anticipated cash activity – not over $3,500 for incoming and not
over $10,000 outgoing
• No international ACH or Wires expected
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Scenario #1 cont.
• A few months later - branch personnel reported numerous round
dollar payroll checks cashed by scantily dressed ladies –
accompanied by a man
• Presented foreign ID cards – international drivers’ licenses and
valid passports – no visa or expired visa

• Negative news search revealed
o Business address was a U.S. parcel service located in a
shopping center in Miami, FL
o Irina was listed as having a MAR address since 2009 (not 2010
when she said she was expanding the business to MAR)
o Irina was also listed as the President of L&Y Business Center
which had the same address as AC
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Scenario #1 cont.
Transactions for 123456
• Check deposits totaled almost $100,000 and there was one cash
deposit of $4,000
• Checks were from various hotels, restaurants and truck stops in
central MAR
• Deposited checks listed two local addresses in two different
apartment complexes
• Over $60,000 in ACH credits were received from Management
Trade Company which a Google search indicated was an
international trading site for import/export trade manager for
XYZ.com. XYZ.com was an international trading site for
manufacturers, suppliers, exporters, importers, buyers and
wholesalers, etc.
• The account received over $80,000 in credits from 654321

• Irina authorized over $90,000 in transfer debits to 654321
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Scenario #1 cont.
Transactions for 123456 cont.
• Check card debits totaling over $600 were from an airline and a
moving company
• Over $21,000 in over the counter withdrawals were conducted
which included a gentleman’s club
• Over $100,000 in checks to numerous individuals with foreign
names and various forms of ID - checks ranged from $50 to over
$4,000
• Irina wrote check payments for various rent payments
• Irina authorized over $10,000 in check card debits to various
hotels, rent payments, gas, beer/liquor, restaurants, etc. In one
month period, check card debits were occurring in various cities
in AL, LA, TX, and MO
• At no point did the customer make debit payments that appear
to be going toward business expenses for janitorial/
cleaning company
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Transactions for 654321

Scenario #1 cont.

• Over $500,000 was deposited consisting of over $26,000 in cash and check
deposits

• Check deposits were from various hotels in central MAR
• Deposited checks listed two local addresses in two different apartment
complexes
• Irina authorized over $15,000 via ATM withdrawals and $2,500 was withdrawn
at a casino
• Utility payments were seen for heat, electricity and phone
• Irina authorized almost $500,000 in checks to foreign individuals. The
individuals used foreign identification from countries such as Hungary,
Moldova, Tajikistan, Kazakhstan, Jamaica, Dominican Republic, Pakistan
and Poland. Some payees used domestic driver’s licenses from PA, MI, IL,
NC, IA, FL, NY, and LA; one individual used a student ID
• Over $14,000 in check card debits was for rent payments, gas, beer/liquor,
restaurants, casinos, and a gentleman’s club
• Rent payments were for over 10 different apartments in six different
apartment complexes
• Irina also made payments to several different hotels that
appeared to be rental payments
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Scenario #2
• Business account #987654 with similarities to the 2010 Scenario
was opened for a different business called Simply Clean Inc.
• MAR address – FL Articles of Incorporation
• Business = carpet and upholstery cleaning business planning to
service area hotels and restaurants
• Sid Sadis = authorized signer
o Only form of ID = Rockford, Illinois driver’s license
o Had proof of the MAR address for business – none for himself
(just moved)
o Moving on a referral from a friend (said it was a good
area to do business)
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Facts Showing Relationship
Between The Two Entities
• Both businesses were in the cleaning industry
• Both had an Any Town, MAR address, but Articles of
Incorporation were in FL
• Both addresses on the Articles of Incorporation were to a United
Parcel Service location

• Always Clean Inc. stated they opened their account in Any
Town, MAR as a second operating location. Simply Clean Inc.
indicated they opened their account in Any Town, MAR based
on a referral from a friend who said it was a good area to do
business
• After Always Clean Inc. accounts were closed by ABC Bank, they
opened accounts at XYZ Bank. Simply Clean Inc. brought their
accounts to ABC Bank from XYZ Bank
• Both businesses had addresses in the same apartment
complex next to each other
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Facts Showing Relationship
Between The Two Entities cont.
• Alternate addresses in the same apartment complex for both
businesses were one street away from the primary addresses
• Both businesses had numerous rentals in the same apartment
complex
• Sid was paid by Irina via a check from XYZ Bank
• Both businesses had rent payments to numerous cities in MAR
• Simply Clean Inc.’s account was funded by check deposits from
Always Clean Inc. and two hotels
• Always Clean Inc. regularly funded their accounts with check
deposits from Simply Clean Inc.’s account and the same two
hotels
• Both businesses wrote checks to four of the exact same
individuals for similar amounts
• At no point did the customer make debit payments that
appeared to be going toward business expenses for
janitorial/cleaning company
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Red Flags for Your FI
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Red Flags for
Tellers and Branch Personnel
• Round dollar payroll checks being cashed by ladies scantily
dressed and accompanied by a man
• The same ladies presenting foreign ID cards including
international drivers’ licenses and valid passports with no visa or
an expired visa, or even a student ID
• Evidence of being controlled
• Bruises or other signs of physical abuse
• Fear or depression

• Not speaking on his/her own behalf and/or non-English speaking
• Third party escorting the customer may always have possession
of the customer’s ID
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Red Flags for
Account Opening Personnel
• Be aware of business types that are prone to human trafficking such
as hotels, restaurants, truck stops, cleaning/janitorial services,
massage parlors, nail salons, etc.
• Articles of Incorporation from other states, such as Florida, California,
New York, Nevada or others known as major trafficking states
• Addresses for businesses being a P.O. Box or the physical address of
a postal store often found in a strip mall
• Inconsistent dates between ID and business documentation (their ID
indicates they lived in your state for several years, but the business
physical address was another state for the same period of time)
• Address of the business is in an apartment complex
• Multiple unrelated people living at the same address
• Common signer(s)/custodian(s) in apparently unrelated business
and/or personal accounts.
• Common information (address, phone number, employment
information, etc.) used to open multiple accounts in
different names
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Red Flags for
BSA/AML Personnel
• Rent payments for multiple locations within apartment
complexes
• Rent payments made by unrelated business types (example: a
cleaning business paying rent for several apartments)
• New businesses making tons of money overnight
• Round dollar payroll checks being cashed
• ACH credits received from an international trading site for
imports/exports
• Wires and/or frequent travel to countries known as human
trafficking hot spots
• Multiple phone carriers (numbers on ads need to be changed
regularly)
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More Red Flags
Check Card Debits
• From an airline and/or moving company
• For rent payments for related things involving trafficking such as
gas, beer/liquor, restaurants, casinos, a gentleman’s club, etc.

• Occurring in various cities over a short period of time such as a
month
Prepaid and Credit Cards
• Multiple expenditures on websites like the ones listed on the next
slide and followed by hotel spending
• Travel out of state and multiple hotel expenses
• Multiple payments for internet ad sites – Escort ads posted online
do not obviously state that sex with children is being sold, so
code words are used
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Look for These Websites
Bedpage.com
Mobile posting.com
Jeboom.com
Easypost123.com
Postfastr.com
Cracker.com
Fastadboard.com
Rubmaps.com
EroticMonkey.ch
Eros.com
Switter (like Twitter for sex)
Slicksa
Classifiedbundle.com = way to advertise on multiple platforms
at one time
• Note: “Hobbyists” = buyers
•
•
•
•
•
•
•
•
•
•
•
•
•
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Other
Monitoring
Insights and
Resources
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Business Types Prone to Human Trafficking
• Sex trafficking
o Massage parlors
o nail and hair salons
o Entertainment, such as exotic dancing.
o Sex industry
o Domestic services, including cleaning services, which can be
cover for escorts
• Labor Trafficking
o Agriculture or horticulture
o Construction
o Factories
o The garment and textile industries
o Catering and restaurants
o Domestic work, maids and other house cleaning services
o Child care services
o Elder care services
o Hotels
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Bank Statements of Trafficking Victim
• Polaris and The Avery Center issued a report entitled “The
Significance of Context – How Survivor-Led Collaborations can
Inform Anti-Money Laundering Efforts” –

https://polarisproject.org/wpcontent/uploads/2021/05/Polaris_and_The_Avery_Center_The_Significan
ce_of_Context.pdf

• Five Key Themes were identified:
o Differences in third-party trafficker tactics are reflected in
financial transactions.
o True profits to the traffickers were 2-3 times more than what
appeared in bank statements.
o Signs of financial abuse were evident and presented as
financial distress.
o Sex buyers advised on and actively participated in money
laundering tactics.
o Variations in how commercial sex occurs in different
geographic regions was evident in the records
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Notes from a Webinar on H.T.
• The KnobleTM is a non-profit network of financial crime and fintech
professionals with a passion for protecting the vulnerable people
around the world.” You can sign up for emails at their website.
Speakers from Homeland Security Investigations and Polaris:
• Law enforcement must prove force, fraud, or coercion. Labor
portion of this can also involve sex trafficking. “Labor laws still apply
whether or not the type of job is legal or illegal activity.” (Laws such
as a 40- hour week, workman’s comp, etc.) That is how LE is getting
massage parlors.
• They have seen a change since COVID, that recruiters are using
cash or payments for bills to recruit traffic victims. This is opposite
what they normally see (payments after the “sale”).
• Watch for:

o Payments to an inmate or correctional services or restitution
payments (e.g., JPAY, IC Solutions, Inmate Connect). Some
pimps are running their business from prison.
o Employee payroll checks with no taxes taken out or
the checks go right back into the business.
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What Epstein Taught FIs About HT
• 10/8/2021 – Giant Oak article “What Jeffrey Epstein Taught the
Financial Industry About Due Diligence and the War on Human
Trafficking” – https://blog.giantoak.com/blog/what-jeffrey-epsteintaught-the-financial-industry-about-due-diligence-and-the-war-onhuman-trafficking

• “In 2020, Deutsche Bank agreed to pay $150 million in penalties for
‘significant compliance failures’ in connection to accounts with
Jeffrey Epstein and correspondent banking relationships with
Danske Bank Estonia and FBME Bank. Despite existing risk indicators
and red flags, including prior criminal convictions, Epstein was
onboarded by Deutsche Bank, and his account maintained by
the bank.”
• “From a compliance perspective, this was preventable by all
parties. Using the correct advanced technology to find negative
news, these kinds of high-risk indicators are both identifiable and
actionable.”
• There is a recording that gives an in-depth look at this case
study presented by industry experts Ross Delston Esq. and
Timothy Dunfey Esq.
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What Epstein Taught FIs About HT cont.
• From the consent order from the NYDFS listed several key
concerns with their program –

https://www.dfs.ny.gov/system/files/documents/2020/07/ea20200706_d
eutsche_bank_consent_order.pdf

• “All regulated institutions are expected to configure systems
based on their unique risk factors, incorporating parameters such
as institution size, presence in high-risk jurisdictions, and the
specific lines of business involved, and the institutions have an
affirmative duty to ensure that their systems run effectively.” – p.2
• “It is necessary for financial institutions to monitor their customers
for the purpose of preventing their customers from facilitating
criminal activity using the institutions’ facilities.” – p.2
• “FIs must also conduct KYC reviews for each client relationship at
intervals commensurate to the AML risks posed by the client,
including reviewing account activity to determine whether such
activity fits with what would have been expected given the
nature of the account.”
• “Financial institutions must also establish criteria for determining
when a client relationship poses too high of a risk and
therefore must be terminated.”
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What Epstein Taught FIs About HT cont.
• Jeffrey Epstein – “Great Client” of Deutsche Bank - p. 4
o $100’s of Millions in Assets
o Extensive network of friends and connections including
prominent financial institutions, politicians, royalty and
billionaires.
o Deutsche maintained account for him from August 2013 until
December 2018
• Jeffrey Epstein – Presented Terrible Risk
o 2005 – He had a well-publicized reputation related to the
trafficking and abuse of women
o 2005 – He paid a 14-year old girl for a “massage”
o 2007 – He pled guilty to two prostitution charges including
soliciting a minor to engage in prostitution & was required to
register as a sex offender
o Source of funds? No one knew where he got all his
money then or even now!
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What Epstein Taught FIs About HT cont.
• “The relationship between Deutsche Bank and Mr. Epstein officially
began on August 19, 2013, when the Bank opened brokerage
accounts for Southern Trust Company Inc., a self-described
‘database company and services’ founded in the U.S. Virgin Islands
in 2011, and Southern Financial LLC, a wholly owned subsidiary of
Southern Trust Company Inc. According to the KYC record, the
purposes of the brokerage accounts were to ‘hold marketable
securities and cash’ and ‘to invest long term [SIC] with the bank,’
respectively. Over the course of the relationship, Mr. Epstein, his
related entities, and associates would eventually open and fund
more than 40 accounts at the Bank.” – p.8
• Questions
o Why is a “database company and services” company inside a
Trust?
o Is it normal for a trust account to act like and operating account
and have a high volume of activity?
• Within 3 months, Epstein used the accounts to wire funds
to named co-conspirators in his earlier case!
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What Epstein Taught FIs About HT cont.
• In January 2014, he opened another trust which includes named coconspirators as beneficiaries.
• “On January 30, 2015, members of the ARRC met to discuss the
Epstein relationship. Despite the fact that Deutsche Bank’s policies
and procedures mandate that detailed minutes of such meetings be
kept, the Bank has represented to the Department that there are no
recorded minutes from that particular meeting. Later that day,
however, a member of the Bank’s Americas Reputational Risk
Committee (ARRC) emailed EXECUTIVE-1 to say, without explanation,
that the committee was ‘comfortable with things continuing’ with Mr.
Epstein, and that another member of the committee had “noted a
number of sizable deals recently.” – p.12
• “Mr. Epstein would be allowed to continue to ‘conduct trades and
transactions in existing accounts without Compliance pre-approval,
provided that the business had determined these transactions do not
involve any unusual and/or suspicious activity or are in a size that is
unusually significant or novel in structure.’” – p.13 – The business line
said it was okay!
• Unusual activity was now considered “Normal”.

50

What Epstein Taught FIs About HT cont.
• Suspicious cash activity was also involved – p.16
• Mr. Epstein’s personal attorney was active in withdrawing cash for Mr.
Epstein and made a total of 97 withdrawals from the Bank’s Park
Avenue (New York City) Branch from 2013 to 2017 from personal
accounts belonging to Mr. Epstein.

• The transactions in question occurred roughly two to three times per
month, all in the amount of $7,500 per withdrawal, the Bank’s limit for
third-party withdrawals (i.e., withdrawals made by an authorized user
who is not a primary account holder). When Bank personnel asked
why Epstein needed cash, they were told Epstein used it for travel,
tipping and expenses.
• In May 2014 and again in 2017, his attorney inquired into how often he
could withdraw cash on behalf of Mr. Epstein without triggering an
alert.
• In July 2021, the AML and Wealth Management Team met to discuss
the cash that totaled about $800K ($200K per year) but
didn’t stop it.
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FINTRAC on Human Trafficking
• FINTRAC – July 2021 - Updated Indicators: Laundering of
proceeds from human trafficking for sexual exploitation –

https://www.fintrac-canafe.gc.ca/intel/operation/oai-hts-2021-eng.pdf

• “FINTRAC analyzed a sample of approximately 100,000
transactions disclosed from 2018 to 2020 in FINTRAC disclosures
related to human trafficking for sexual exploitation.”
• “The majority of human trafficking for sexual exploitation-related
FINTRAC disclosures primarily concerned victims providing sexual
services at short-stay locations (e.g., hotels). Nearly all victims in
FINTRAC’s sample were in this category.”
• “However, FINTRAC identified two other business models of
where sexual exploitation occurred: exploitation at illicit
storefront businesses offering sexual services (e.g., spas, massage
parlours, private clubs), and at private residences (e.g.,
apartments) with some crossover between these three
categories. All used advertisements of escort services to obtain
clients and some traffickers operated their own escort
agencies.”
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FinCEN and
Other
Information

53

FinCEN Issued Advisory
on Human Trafficking

• 10/15/2020 – FinCEN issued FIN-2020-A008 a “Supplemental Advisory
on Identifying and Reporting Human Trafficking and Related
Activity” – https://www.fincen.gov/sites/default/files/advisory/2020-1015/Advisory%20Human%20Trafficking%20508%20FINAL_0.pdf

• Good definitions are provided of Human Smuggling vs. Human
Trafficking
o Human Smuggling: “Acts or attempts to bring unauthorized
aliens to or into the United States, transport them within the U.S.,
harbor unlawful aliens, encourage entry of illegal aliens, or
conspire to commit these violations, knowingly or in reckless
disregard of illegal status.”
o Human Trafficking: The act of recruiting, harboring, transporting,
providing or obtaining a person for forced labor or commercial
sex acts through the use of force, fraud, or coercion.
• It also give some new typologies of Human Trafficking
o Front Companies such as massage businesses, escort services,
bars, restaurants, and cantinas. These businesses may appear
legitimate with registrations and licenses. They generate
revenue from sales of alcoholic beverages and cover charges.
Payments for illicit services are usually cash.
o Exploitative Employment Practices such as visa fraud
and wage retention.
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FinCEN Issued Advisory
on Human Trafficking cont.
o Funnel Accounts: Traffickers may use interstate funnel accounts to
transfer funds between geographic areas, move proceeds
rapidly, and maintain anonymity. They also can force their victims
to wire proceeds via MSBs.
o Alternative Payment Methods: In addition to payment via cash,
traffickers also have accepted payment via credit cards, prepaid
cards,23 mobile payment applications, and convertible virtual
currency.24 Buyers of commercial sex use prepaid cards—a
method of payment using funds paid in advance, which can be
acquired anonymously with cash or on darknet websites—to
register with escort websites and to purchase sexual services,
flights, throw-away phones, and hotel rooms.
• Case Studies and SAR guidance were also given in the guidance.
FinCEN requests that financial institutions reference this advisory in the
SAR narrative by including the key term: “HUMAN TRAFFICKING FIN2020-A008”
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FinCEN Issued Advisory
on Human Trafficking cont.
Red flags include:
• A customer frequently makes cash deposits with no Automated
Clearing House (ACH) payments.
• An individual frequently purchases and uses prepaid access cards.
• A customer’s account shares common identifiers, such as a telephone
number, email, and social media handle, or address, associated with
escort agency websites and commercial sex advertisements.
• Frequent transactions with online classified sites that are based in
foreign jurisdictions.
• Customers frequently appear to move through, and transact from,
different geographic locations in the United States. These transactions
can be combined with travel and transactions in and to foreign
countries.
• Frequent transactions using third-party payment processors that
conceal the originators and/ or beneficiaries of the
transactions. A customer avoids transactions that require
identification documents or that trigger reporting
requirements.
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FinCEN Called Attention to Online Child
Sexual Exploitation Crimes
• 9/16/2021 – FinCEN issued FIN-2021-NTC3 “FinCEN Calls Attention
to Online Child Sexual Exploitation Crimes” –

https://www.fincen.gov/sites/default/files/shared/FinCEN%20OCSE%20Notice
%20508C.pdf

• It warned financial institutions that “Crimes related to OCSE,
including the funding, production, and distribution of child sexual
abuse materials (CSAM), have increased during the COVID-19
pandemic.”
• “This increase in activity is likely due to a confluence of factors,
including:
o Increased internet usage by children who are spending more
time online, both unsupervised and during traditional school
hours;
o Restricted travel during the COVID-19 pandemic resulting in
more sex offenders being online
o Increased access to and use of technology, including
encrypted communications, bulk data transfer, cloud
storage, livestreaming, and anonymized transactions.”
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FinCEN Called Attention to Online Child
Sexual Exploitation Crimes cont.

• “Another trend is the rise in sextortion of minors, who are coerced or
exploited into exchanging sexual images via the internet, mobile
devices, and social media platforms. OCSE offenders often groom3
minors to share or post self-generated content online in exchange
for money.”
• “FinCEN also observed that OCSE offenders are increasingly using
convertible virtual currency (CVC) (some of which provide
anonymity), peer-to-peer mobile applications, the darknet, and
anonymization and encryption services to try to avoid detection.
CVC in particular is increasingly the payment method of choice for
OCSE offenders who make payments to websites that host CSAM.4
Finally, FinCEN found that OCSE facilitators attempt to conceal their
illicit file sharing and streaming activities by transferring funds via
third-party payment processors.”
• “FinCEN requests that financial institutions reference only this notice
in SAR field 2 (Filing Institution Note to FinCEN) using the keyword
“OCSE-FIN-2021-NTC3”; this keyword should also be referenced in
the narrative to indicate a connection between the suspicious
activity being reported and the activities highlighted in this
notice.”
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FinCEN Called Attention to Online Child
Sexual Exploitation Crimes cont.
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15 Apps Used to Target Children
• 8/7/19 Fox 5 News (Sarasota, FL) article “Sarasota Sheriff Warns
Parents About 15 Apps That Could Be Used To Target Children” –

https://www.radio.com/kmox/articles/15-apps-predators-use-targetchildren

• “Following a recent bust of 25 suspected child predators and
human traffickers, Sheriff Tom Knight said social media has made it
easier than ever for predators to connect with children. He said that
means parents have to be more vigilant about what their kids are
doing online and on their phones.”
The 15 apps:
• Meetme: It's a dating social media app that allows users to connect
with people based on geographic proximity. The app's users are
encouraged to meet each other in person.
• Grindr: This dating app is geared toward gay, bi and transgender
people. It gives users options to chat, share photos and meet up
based on a smart phone's GPS.
• Skout: It's a location-based dating app. While users under
17 years old are unable to share private photos, kids can
easily create an account with an older age.
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15 Apps Used to Target Children cont.
• Whatsapp: This is a popular messaging app that allows users to send
texts, photos, voicemails, as well as make calls and video chats.
• Tiktok: It's a new app popular with kids that's used for creating and
sharing short videos. With very limited privacy controls, users are
vulnerable ot cyber bullying and explicit content.
• Badoo: This is a dating and social networking app where users can
chat, share photos and videos based on location. The app is
intended for adults only, but teens are known to create profiles.
• Bumble: It's similar to the popular dating app, Tinder, however, it
requires women to make the first contact. Kids have been known to
use Bumble to create fake accounts and falsify their age.
• Snapchat: It's one of the most popular apps of 2018. While the app
promises users can send a photo or video and it will disappear,
recent features allow users to view content for up to 24 hours.
Snapchat also allows users to see your location.
• Kik: This app allows anyone to contact and direct message your
child, sometimes anonymously. Kids sometimes use Kik to bypass
traditional text messaging features. Kik gives users
unlimited access to anyone, anywhere, anytime.
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15 Apps Used to Target Children cont.
• LiveMe: This live-streaming video app uses geolocation to share
videos so users can find out a broadcaster's exact location. Users
can earn coins within the app and use them as a way to pay minors
for photos.
• Holla: The app's makers admit it's an "addicting" video chat app. It
allows users to meet people all over the world in just seconds.
Reviewers say they have been confronted with racial slurs, explicit
content, and more.
• Whisper: This is an anonymous social network that promotes sharing
secrets with strangers. It also reveals a user's location so people can
meet up.
• Ask.fm: This app has become known for cyberbullying. The app
encourages users to allow people to anonymously ask them
questions.
• Calculator%: This is one of several secret apps used to hide photos,
videos, files, and browser history.
• Hot or Not: This app encourages users to rate other users' profiles,
with the focus on physical appearance. It also allows users to check
out people in their area and chat with strangers. The sheriff
says the goal of this app is to "hook up."
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Talk to Your Kids About Human Trafficking
• 6/11/2020 – Deliver Fund article “How to Talk to Your Kids About
Sex Trafficking” – https://deliverfund.org/2020/06/11/talking-to-yourkids-about-sex-trafficking/

• If you’ve already had the “Stranger Danger” talk with your
children about meeting strangers in person, it’s no different when it
comes to talking to them about strangers on the Internet.
• With the growing dependency on the Internet for education in our
schools, communication between family and friends, and
obtaining news and information, it is important to initiate and have
these discussions about human trafficking as preventative
measures.
• We’ve previously written about different ways to engage,
educate, and protect your children online.
• Sandy Storm, an author, speaker, human trafficking survivor, and
DeliverFund’s General Advisor, offers specific guidance on her
website on the kinds of questions you can ask your kids and
how to talk to your child about human trafficking.
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Mexican Cartels Use Video Games to
Recruit Children cont.

• “Mexican investigative journalist Óscar Balderas revealed how
one of the country’s foremost criminal actors is trying to recruit
children through the most popular video games in the world.”
• “In an interview with InSight Crime, Balderas stated that after
contacting young people online, the representatives of criminal
groups invite them to in-person meetings where they are
abducted and forced to join.”
• “And it seems this tactic is more widespread. Since this story
broke in September, around ten families have come forward to
tell the journalist about similar experiences with online
recruitment.”
• “Criminal groups in Mexico routinely abuse numerous children
and teenagers and force them to serve in a range of roles,
including as hitmen, drug runners or to work in drug
manufacturing facilities.”
• “‘It could seem like a pretty inefficient way of getting one or two
more sicarios (hitmen) but it’s a silent way of recruiting. If they go
ahead and kidnap kids or teenagers in person, this will
draw attention. But this is a way of inviting teenagers of
their own free will, of getting their loyalty,’ Balderas
explained to InSight Crime.”
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Mexican Cartels Use Video Games to
Recruit Children cont.
• “Islamic terror groups have used this technique for years, with
leaks from former National Security Agency (NSA) operative in
2013 revealing how extremists had turned to video games such
as World of Warcraft and Second Life.”
• “And the COVID-19 pandemic has only made this strategy more
attractive. With schools closed, children have been forced to study
online but access to learning platforms and monitoring of their
activities by parents and teachers has ranged widely.”
• “Also in September, a Wall Street Journal investigation unveiled
how Facebook leadership knew the CJNG was recruiting ‘aspiring
cartel hitmen’ via the social network. Despite warnings from a
specialized team, pages advertising the CJNG on Facebook and
Instagram remained up for up to five months. When they were
taken down, new ones soon popped up.
• “It hasn’t helped. A search on Instagram, the day before this article
was published, immediately turned up multiple accounts showing
young children carrying weapons, wearing military-style
gear or singing the praises of criminal groups in Mexico.”
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Other Resources
• ACAMS Certificate Program –

https://www.acams.org/en/training/certificates/fighting-modern-slavery-andhuman-trafficking#overview-ce6f8a18

• Blue Campaign – https://www.dhs.gov/blue-campaign/library
• Safe Schools – Human Trafficking Awareness for Schools –

https://www.safeschools.com/courses/human-trafficking-awareness/
• National Human Trafficking Hotline – https://humantraffickinghotline.org/

• National Human Trafficking Resource Center (NHTRC) – Information
by state: http://www.traffickingresourcecenter.org/states
• Shared Hope – What Your State Is Doing – https://sharedhope.org/whatwe-do/bring-justice/reportcards/

• Polaris – http://polarisproject.org/
• Books
o Hidden Girl – story of Shyima Hall –New York: Simon & Schuster,
2014
o Renting Lucy – explanation of human trafficking by Linda Smith
- Vancouver: Shared Hope International, 2013
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Questions
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ARC Risk and Compliance Services
Validation & Review Services

Staffing Services

o AML Model Validation

o AML Program Outsource

o AML Gap Analysis

o Staff Augmentation

o AML Procedures: Review and Updates
Assessing, Analyzing, & Tuning Services

AML Custom Development
o Custom Development

o AML Risk Assessment

Cybersecurity Services

o Staff Assessment

o IT Risk Assessment

o Rules/Risk Rating/Profiling: Statistical Data
Analysis

o Cyberscurity Risk Assessment

o Software Tuning & Optimization
Remediation Services
o Data Mining: Analysis and Correction

o Look-Back Services
o Regulatory Remediation Services

o Virtual CISO
o User Training
o Penetration Testing
o Audits and Compliance
o Systems and Services Installation
Regulatory Specific Services
o NYS DFS 504 Pre-Certification Service

AML Advisory Support Services
o AML Advisory Services

o NYS DFS 500 Cybersecurity Screening &
Compliance Check
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AML-ology Mentor Membership!

To join, visit
AMLology.org today!
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Nancy E. Lake

CAMS-Audit, CAMS-FCI
Director of Training
nancy.lake@arcrac.com
2595 Yardville-Hamilton Square Rd.
Hamilton Sq, NJ 08690
(855) ARC-5995
www.ARCRiskandCompliance.com
www.AMLology.org
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